RICOH
Certificate
Enrolment
Service

Simplify the certificate management
process for devices in your workplace

IRICOH

gEgine. change.




Transform your IT with fully automated certificate
management for enhanced efficiency and security

The RICOH Certificate Enrolment Service (CES) is a state-of-the-art solution designed to streamline
certificate management within an organisation’s IT infrastructure. We understand managing certificates
across multiple devices can be time-consuming and carries security risks if not done correctly and
promptly. Additionally, legal regulations are increasing pressures on IT teams.

Our innovative service offers centralised management of automatic certificate deployment, renewal,
and revocation, significantly reducing the operational burden on IT administrators. By automating these
processes, the RICOH Certificate Enrolment Service frees IT teams from the tedium of manual certificate
management, allowing them to focus on more strategic tasks.

How RICOH Certificate Enrolment Service benefits you

Ricoh’s solution fully automates the certificate management process, helping to improve operational
efficiency and maintain high security.

Improved security

Maximise the security of devices in your workplace, ensuring that digital certificates are valid
and configured correctly. This service prevents the risk of certificate expiration, ensuring that all
certificates remain valid and up to date.

%i Cost reductions with automation

Achieve cost savings through optimisation of the certificate management process. RICOH
Certificate Enrolment Service fully automates certificate management including monitoring
expiration dates of certificates and auto renews, delivering time saving to your teams and creates
space to focus on strategic fulfilling projects.

Centralised control and monitoring
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A centralised dashboard offers IT administrators complete visibility and control over their
certificate management.

Designed for complete flexibility for diverse needs and environments

Our solution is designed to scale and adapt to your changing needs. New devices added to your
print infrastructure? RICOH Certificate Enrolment Service can accommodate. With plugin and
scripting capabilities to support individual requests, the solution can be customised.



Simplified certificate enrolment process

Our certificate solution streamlines the process by handling the entire process, from requesting

certificates to securely applying them to your device,

CES will detect new devices
which are imported from
RICOH Streamline NX or
other systems

CES will connect to the
device and generate the
Certificate Signing Request
(CSR)

The solution offers the following key

Auto device import — it can be integrated with
external systems such as RICOH Streamline NX
to automatically import device information.

Auto error handling - it is designed to detect
errors and take necessary actions to minimise
manual intervention and automate an efficient
resolution utilising Ricoh’s smart technology.

Scripting capability — support individual requests
by running a script in every certificate lifecycle.

relieving your IT team.

When the CSR is successfully
created CES will connect

to the Certificate Authority

and submit the CSR
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When the certificate
creation is successful, CES

will retrieve the certificate
and install it to the device

features:

Plugin design — plugin architecture allows
integration with various types of devices,
systems, and certification authorities.

Pre-processing and post-processing

support — when integrated with RICOH

Streamline NX, RICOH Certificate Enrolment Service
is able to run pre-processing and post-processing
tasks, to combine device setting changes alongside
certificate updates.



Partnering with Ricoh

At Ricoh, we care about your organisation’s success. We have over 80 years of experience in delivering
innovative technology and services to customers around the world. We are committed to providing
you with reliable, secure and sustainable solutions that help you achieve your digital transformation
objectives.

When you partner with Ricoh, you get more than just intelligent devices. You get a comprehensive

suite of solutions that cover every aspect of your print environment, from device management and
maintenance to user authentication and document security. You also get access to our global network of
experts and support teams, who are ready to assist you anytime and anywhere.

Speak to your local Ricoh representative today about Certificate Enrolment Service.
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